
Space Cybersecurity Watch by CyberInflight

www.cyberinflight.com

SPACE CYBERSECURITY 
WEEKLY WATCH

Week 30
July 23 – 29, 2024

Articles, company’s communications, 
whitepapers, academic works, podcast, 

and sources not to be missed on the 
topic of space cybersecurity over a 

specified timeframe. 

Timeframe : Weekly 

# of articles identified : 27

Est. time to read : 50 minutes

1

GEOPOLITICS 

MARKET INTELLIGENCE

TRAINING & EDUCATION

THREAT INTELLIGENCE

IMPORTANT NEWS

Week 30 | July 23 – 29, 2024
Page 1/5

GEO

TRA

TEC

MAR

CTI

0 10

REG

RISC Score Evolution

After struggling to recover 
since the drop from W18 and 
finally rising on W28, the RISC 
score (the tool used to assess 
cybersecurity resilience in 
space) is decreasing again this 
week. 

Overview & Resilience Index for 
Space Cybersecurity (RISC)

This week's RISC score is 57%. On the geopolitical front, the Pentagon has released an updated Arctic 
strategy that warns of low-level Russian "destabilizing" activities in the Far North aimed at the United 
States, Canada, and its allies. The disruption activities in the Arctic involve potential Russian jamming 
of GPS satellites. On the technological side, U-blox has announced the first support for Galileo 
OSNMA in the firmware update of its ZED-F9P high-precision GNSS module. This enhancement 
advances the spoofing detection and jamming detection capabilities of the well-established multi-
band GNSS module. On the market front, Thales Alenia Space and Airbus are holding explanatory talks 
with a view to merging some of their space activities. Both are aware of how vital space has become to 
the security of individual countries. On the regulatory front, EU member states, with the help of the 
European Commission and ENISA, published the first report on the cybersecurity and resilience of 
Europe’s telecommunications and electricity sectors. Lastly, the threat coming from China and Russia’s
space-based SIGINT satellites is growing, allowing them to geolocate transmissions from the radars of
UK and NATO allies’ navies and target them. 
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A decrease of 2 percentage 
points from last week  (from 
59% to 57%)
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Pentagon warns of potential Russian action in the Arctic including jamming GPS satellites
The Pentagon has released an updated Arctic strategy that warns of low-level Russian "destabilizing" activities in the Far 
North aimed at the United States, Canada and its allies. The disruption activities in the Arctic involve potential Russian 
jamming of global positioning system (GPS) satellites, according to the report. #Arctic #GPS 
Link: https://www.cbc.ca/news/politics/pentagon-russia-arctic-gps-jamming-1.7274182 
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U-blox enhances spoofing and jamming protection with OSNMA firmware update
U-blox has announced the first support for Galileo OSNMA (Open Service Navigation Message Authentication) in the 
firmware update of its ZED-F9P high-precision GNSS module. This enhancement advances the spoofing detection and 
jamming detection capabilities of the well-established multi-band GNSS module. #Ublox #Jamming
Link: https://www.eletimes.com/u-blox-enhances-spoofing-and-jamming-protection-with-osnma-firmware-update 
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MARKET & COMPETITION 
How strategic is space for Europe?  A potential Airbus-Thales space merger could have the answer
Thales Alenia Space and Airbus, Europe’s largest manufacturers of satellites for communication, navigation and 
surveillance, are holding explanatory talks with a view to merging some of their space activities. Both are aware of how 
vital space has become to the security of individual countries. #TAS #Airbus
Link: https://www.satellitetoday.com/opinion/2024/07/23/how-strategic-is-space-for-europe-a-potential-airbus-thales-
space-merger-could-have-the-answer/ 
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REGULATION
Risk assessment report on cyber resilience on EU’s telecommunications and electricity sectors
EU member states, with the support of the European Commission and ENISA, published the first report on cybersecurity 
and resilience of Europe’s telecommunications and electricity sectors. The report highlights several concerns, such as 
supply chain security risks, a shortage of cybersecurity professionals, and threats from cybercriminals and state-
sponsored actors. #EU #Cybersecurity

Link: https://digital-strategy.ec.europa.eu/en/news/risk-assessment-report-cyber-resilience-eus-telecommunications-
and-electricity-sectors 

THREAT INTELLIGENCE
The threat from China and Russia’s space-based SIGINT satellites
China and Russia have extensive space-based SIGINT capabilities, which can geolocate transmissions from the radars of UK 
and NATO allies’ navies. This tracking information is then linked to land and naval-based missiles to ensure that they can 
target the UK and US Navy. #SIGINT #Tracking

Link: https://www.thespacereview.com/article/4831/1 
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CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 
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