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IMPORTANT NEWS

Overview & Resilience Index for Space 
Cybersecurity (RISC)

On the geopolitical front, the first-ever Czech-Indian Space Industry Day was concluded with a focus 
on strengthening ties between the two nations in the space sector. Optokon Group and ARCON led 
discussions on market growth, innovation, and the potential for future partnerships. On the 
technological side, BAE Systems has rolled out its RAD510 software development unit, a highly 
advanced platform tailored for critical space missions. Designed to operate in the harshest space 
environments, this software will enhance satellite processing power, ensuring operational resilience 
and the ability to support missions in areas such as planetary defense and space exploration. On the 
market front, All Space has secured $44m in funding to launch its first terminal to improve orbit 
connectivity. This terminal is expected to play a pivotal role in enhancing space communication and 
establishing stronger, more reliable connections in space networks. On the threat intel side, NASA has
reportedly fallen victim to the Stormous ransomware, highlighting the escalating risks posed by cyber-
threats to space agencies. The attack emphasizes the vulnerabilities in NASA's cybersecurity
infrastructure, prompting a reassessment of protective measures to safeguard sensitive information
and operational integrity. Lastly, a podcast discusses how NASA has implemented an extensive orbit
cybersecurity training program aimed at enhancing the agency's preparedness against cyber-threats.  
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This week's RISC score stands at 1.17, a decrease 
from the previous week. The decline is primarily 
attributed to the absence of regulatory news and 
a slowdown in market activity.
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Czech-Indian space industry day expands global collaboration
The first-ever Czech-Indian Space Industry Day concluded with a focus on strengthening ties between the two nations in 
the space sector. Optokon Group and ARCON led discussions on market growth, innovation, and the potential for future 
partnerships. As the global space market evolves, collaborations like these are paving the way for new opportunities in 
both established and emerging space economies. #SpaceCollaboration #GlobalMarkets
Link: https://spacewatchafrica.com/successful-conclusion-of-the-first-czech-indian-space-industry-day/ 
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BAE Systems unveils RAD510 software for next-gen space missions
BAE Systems has rolled out its RAD510 software development unit, a highly advanced platform tailored for critical space 
missions. Designed to operate in the harshest space environments, this software will enhance satellite processing power, 
ensuring operational resilience and the ability to support missions in areas such as planetary defense and space 
exploration. #SpaceMissions #Innovation

Link: https://news.satnews.com/2024/10/06/bae-systems-rad510-software-development-unit-available-to-support-
critical-space-missions/ 
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NASA’s laser communication breaks distance record
NASA has achieved a groundbreaking milestone by setting a new distance record for laser communications in space 
through its Deep Space Optical Communications (DSOC) project. This achievement was made possible by successfully 
transmitting data over a distance of 1.2 million kilometers (about 746,000 miles) from a spacecraft in deep space back to 
Earth. The DSOC technology significantly enhances data transmission capabilities, allowing for much larger amounts of 
information to be sent back from deep space missions compared to traditional radio frequency systems. 
#NASA #LaserCommunication

Link: https://scienceblog.com/548345/nasas-laser-communication-breaks-distance-record-paving-way-for-future-space-
exploration/ 
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All Space raises $44m for first space terminal launch
All Space has secured $44 million in funding to launch its first terminal, aimed at improving orbit connectivity. This 
terminal is expected to play a pivotal role in enhancing space communication and establishing stronger, more reliable 
connections in space networks. #TechInnovation #OrbitConnectivity

Link: https://www.satellitetoday.com/finance/2024/10/03/all-space-raises-44m-to-launch-its-first-terminal/
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TRAINING & EDUCATION

NASA’s orbit cybersecurity training program
A podcast discussing how NASA has implemented an extensive orbit cybersecurity training program aimed at enhancing
the agency's preparedness against cyber threats. This initiative focuses on educating personnel about potential
vulnerabilities and best practices for maintaining cybersecurity in space operations.
#CybersecurityTraining #SpaceOperations

Link: https://www.buzzsprout.com/2004238/episodes/15820343
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Stormous ransomware claims NASA as a victim
The NASA has reportedly fallen victim to the Stormous ransomware, highlighting the escalating risks posed by cyber 
threats to space agencies. The attack emphasizes the vulnerabilities in NASA's cybersecurity infrastructure, prompting a 
reassessment of protective measures to safeguard sensitive information and operational integrity. #Ransomware #NASA 

Link: https://darkwebinformer.com/stormous-ransomware-claims-nasa-as-a-victim/

CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 
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