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topic of space cybersecurity over a 
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# of articles identified: 34

Est. time to read:  70 minutes

GEOPOLITICS 

MARKET & COMPETITION

THREAT INTELLIGENCE

REGULATION

IMPORTANT NEWS

Overview & Resilience Index for Space 
Cybersecurity (RISC)

We’re thrilled to announce that Matthias POPOFF, Market Analyst at CyberInflight, will be on the stage 
of CYSAT 2025. This week’s geopolitics news includes China’s latest leap in the global race to develop 
ultra-secure communications quantum key distribution demonstration that resists eavesdropping. 
China has extended ultra-secure communication into the southern hemisphere with South Africa for 
the first time. On the regulation front, French Prime Minister François BAYROU entrusts the General 
Secretariat for Defense and National Security (SGDSN) to coordinate the development of a national 
space strategy in civilian and military fields. On the market side, Telesat signed new capacity 
agreements with Orange and Space Norway for Telesat Lightspeed Low-Earth Orbit (LEO) connectivity 
services, ensuring cybersecurity and resilience. On the threat intel side, ANSSI publishes its cyber-
threat landscape as 2024 was marked by omnipresent and persistent pressure from attackers in the 
cybercriminal ecosystem on the one hand and those reputedly linked to Russia and China on the 
other. Moreover, on the technical front, the demonstration of Modem21 operating with the O3b 
mPOWER satellites in SES’s MEO constellation is paving, for Thales, the way to the development of 
new capabilities in hybrid, multi-band, multi-operator environments to meet the needs of the armed 
forces. Lastly, after a successful first edition in Washington last year, CYSAT is returning to the United 
States in 2025, this time in Colorado Springs. CYSAT US will be held in Colorado Springs on April 9, 
2025. 
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RISC Score evolution in 2025

1

The RISC score for this watch is 1,89 a little 
increase from last week. This score is due to 
some positive geopolitical strategies and new 
regulations, a high amount of news on the 
market, and few threats.
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China creates hacker-proof quantum satellite communication link with South Africa
Quantum key distribution demonstration that resists eavesdropping is China’s latest leap in the global race to develop 
ultra-secure communications. China has, for the first time, extended ultra-secure communication into the southern 
hemisphere using a quantum key distribution link with South Africa. #Quantum #Communication

Link: https://www.scmp.com/news/china/science/article/3302234/china-creates-hacker-proof-quantum-satellite-
communication-link-south-africa

National Space Strategy
Prime Minister François BAYROU entrusts the General Secretariat for Defense and National Security (SGDSN) with the task 
of coordinating the development of a national space strategy, in both civilian and military fields. #Strategy #SGDSN

Link: https://www.info.gouv.fr/communique/strategie-spatiale-nationale

REGULATION

CYBERINFLIGHT NEWS 
Speaker announcement – CYSAT 2025 
We’re thrilled to announce Matthias POPOFF, Market Analyst at CyberInflight, to the stage! #Speaker #CYSAT

Link: https://www.linkedin.com/feed/update/urn:li:activity:7305162519600332800/

Votes are open: what will be our next Monthly Watch article?
Help us choose next month’s article topic. #Monthly #Topic

Link: https://www.linkedin.com/posts/cyberinflight_we-released-our-latest-monthly-this-morning-activity-
7304869717373038592-iPWs?rcm=ACoAACVjFHoBnJXMQv4pQkVRLVCw1GWctJMWTvU
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Thales and SES Demo compatibility of secure anti-jamming waveforms with MEO satellites
Hybridization of sovereign and commercial satellite communications is a major opportunity for the armed forces to assert 
their connectivity superiority. With the demonstration of Modem21 operating with the O3b mPOWER satellites in SES's 
MEO constellation, Thales is paving the way to the development of new capabilities in hybrid, multi-band, multi-operator 
environments to meet the needs of the armed forces. #Modem21 #MEO

Link: https://www.asdnews.com/news/defense/2025/03/11/thales-ses-demo-compatibility-secure-antijamming-
waveforms-with-meo-satellites

TECHNOLOGY

Telesat signs capacity agreements with Orange and Space Norway for Lightspeed LEO services
Telesat signed new capacity agreements with Orange and Space Norway for Telesat Lightspeed Low-Earth Orbit (LEO) 
connectivity services ensuring cybersecurity and resilience, Telesat announced on March 11. #Telesat #LEO

Link: https://www.satellitetoday.com/satshow-2025/2025/03/11/telesats-signs-capacity-agreements-with-orange-and-
space-norway-for-lightspeed-leo-services/ 
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MARKET & COMPETITION 

THREAT INTELLIGENCE
L’ANSSI publie son panorama de la cybermenace en 2024 (Trad: ANSSI publishes its landscape of 
the cyberthreat in 2024)
2024 was marked by omnipresent and persistent pressure from attackers in the cybercriminal ecosystem on the one hand, 
and those reputedly linked to Russia and China on the other. #ANSSI #CyberThreats

Link: https://www.linkedin.com/posts/vincent-strubel-7b7056200_panorama-de-la-menace-2024-activity-
7305222272020037633-wP1d?rcm=ACoAACVjFHoBnJXMQv4pQkVRLVCw1GWctJMWTvU
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TRAINING & EDUCATION

Welcome to CYSAT USA 2025!
After a successful first edition in Washington last year, CYSAT is returning to the United States in 2025, this time in 
Colorado Springs. CYSAT, the leading space cybersecurity event, is coming to Colorado Springs in April 9, 2025. 
#CYSATUSA #Event

Link: https://evenium.events/cysat-usa
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CyberInflight is a Market Intelligence company dedicated to the topic of Space Cybersecurity. The company 
provides strategic market and research reports, bespoke consulting, market watch & OSINT researches and 

cybersecurity awareness training.
Contact us at: research@cyberinflight.com 
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